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Bosch system is the “key” to preventing digital car 

theft 

Perfectly Keyless is as secure as a fingerprint 

 

 Bosch division president Harald Kröger: “Our Perfectly Keyless system 

revolutionizes keyless entry systems.” 

 With Perfectly Keyless, there is no more trade-off between convenience and 

safety in keyless entry systems. 

 Using data transmission with a built-in digital security lock, the owner’s 

smartphone is accurately identified. 

 Secure digital key management for car-sharing fleets, cars, and commercial 

vehicles. 

 

 

 

Reutlingen, Germany – It takes less than five seconds for a hacker to 

compromise a standard keyless vehicle entry system. Among experts, this is 

known as a relay station attack. A Bosch key app is going to change all that. “Our 

Perfectly Keyless system revolutionizes keyless entry systems. It is the ‘key’ to 

preventing digital car theft,” says Harald Kröger, president of the Bosch 

Automotive Electronics division. The special thing about the solution is that the 

Bosch technology works with a virtual key stored in the smartphone. Sensors 

installed in the car recognize the owner’s smartphone as securely as a fingerprint 

and open the vehicle only for them. Digital key management links the app and 

the vehicle via the cloud. With Perfectly Keyless, Bosch is thus doing something 

that no other keyless entry system has done before, namely offering both 

convenience and security. The new smartphone-based key can be used in cars, 

entire car-sharing fleets, and commercial vehicles. Bosch believes this system 

with its built-in security lock has huge market potential worldwide. 

 

Bosch revolutionizes keyless entry 

With conventional keyless entry systems, the car key still needs to be carried in a 

jacket or suit pocket, for example. To open the door and start the engine, it 

communicates with the car using a radio signal in the low frequency (LF) or ultra 
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high frequency (UHF) range. In the race against thieves, the automotive industry 

is constantly refining existing systems. It’s like a marathon. “Now, with Perfectly 

Keyless, Bosch is launching into a sprint in the development of digital vehicle 

entry systems. Our motto is revolution, not evolution,” Kröger says. Instead of 

transmitting data via low or high frequency radio technology, the Bosch system 

uses the smartphone as virtual key and Bluetooth as the transmission 

technology. This means that the car key can stay at home. And thanks to its 

decades of experience in semiconductors, Bosch is in a position to make this 

connection as secure as a fingerprint. Every smartphone contains tiny microchips 

to manage communication via Bluetooth, and these play a key role in the Bosch 

solution. Together with sensors installed in the vehicle and a special control unit, 

they form a system that opens the door only for the smartphone containing the 

virtual key that fits in the Perfectly Keyless system’s digital lock. The system 

blocks signals from other smartphones or from electronic devices that manipulate 

the radio transmission. In this way, Perfectly Keyless protects against 

unauthorized access.  

 

A keyless journey 

Virtual vehicle keys on smartphones have long been a feature of car-sharing 

fleets. These vehicles don’t move until their operator authorizes entry via the 

cloud; only then can a user unlock the vehicle, start it, and lock it again using an 

app. This conversation between the phone and the vehicle uses near-field 

communication (NFC), a wireless protocol for sharing data over distances of a 

few centimeters. For this to work, users must take out their smartphone before 

each journey and hold it up to a marked area on the vehicle. Only then can the 

system recognize the user and unlock the doors. With Bosch Perfectly Keyless, 

the smartphone can also stay in its pocket. This means greater ease of use for 

drivers, and carsharing users benefit from the added convenience. The Bosch 

solution also works in trucks and for entire fleets of commercial vehicles. That 

means no more manual administration of vehicle keys, physical handover, or 

hassle when a key is lost or stolen. If the smartphone is lost or stolen, and the 

Perfectly Keyless app with it, the digital key can be simply deactivated online, 

thus blocking access to the vehicle.  

 

 

Additional information: 

ADAC tests keyless entry systems for cars and motorcycles (German only):  

https://www.adac.de/infotestrat/technik-und-

zubehoer/fahrerassistenzsysteme/keyless/default.aspx  

 

Press photos: #1713212, #1807399, #1807400, #1807402, #1807403, 

#1807404 

https://www.adac.de/infotestrat/technik-und-zubehoer/fahrerassistenzsysteme/keyless/default.aspx
https://www.adac.de/infotestrat/technik-und-zubehoer/fahrerassistenzsysteme/keyless/default.aspx
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Contact person for press inquiries: 

Annett Fischer  

Phone: +49 711 811-6286 

Twitter: @Annett__Fischer 

 

 

Bosch at CES 2019 

 Monday, January 7, 2019, from 9:00 to 9:45 a.m. local time, in the 

Mandalay Bay Hotel, South Convention Center, Level 2, Ballrooms B, C, 

and D 

 BOOTH: Tuesday to Friday, January 8–11, 2019, in the Central Hall, booth 

#14020 

 FOLLOW the Bosch CES 2019 highlights on Twitter: #BoschCES 

 

 
Mobility Solutions is the largest Bosch Group business sector. In 2017, its sales came to 47.4 

billion euros, or 61 percent of total group sales. This makes the Bosch Group one of the 

leading automotive suppliers. The Mobility Solutions business sector pursues a vision of 

mobility that is accident-free. emissions-free, and stress-free, and combines the group’s 

expertise in the domains of automation, electrification, and connectivity. For its customers, the 

outcome is integrated mobility solutions. The business sector’s main areas of activity are 

Injection technology and powertrain peripherals for internal-combustion engines, diverse 

solutions for powertrain electrification, vehicle safety systems, driver-assistance and 

automated functions, technology for user-friendly infotainment as well as vehicle-to-vehicle and 

vehicle-to-infrastructure communication, repair-shop concepts, and technology and services for 

the automotive aftermarket. Bosch is synonymous with important automotive innovations, such 

as electronic engine management, the ESP anti-skid system, and common-rail diesel 

technology. 

 

The Bosch Group is a leading global supplier of technology and services. It employs roughly 

402,000 associates worldwide (as of December 31, 2017). The company generated sales of 

78.1 billion euros in 2017. Its operations are divided into four business sectors: Mobility 

Solutions, Industrial Technology, Consumer Goods, and Energy and Building Technology. As 

a leading IoT company, Bosch offers innovative solutions for smart homes, smart cities, 

connected mobility, and connected manufacturing. It uses its expertise in sensor technology, 

software, and services, as well as its own IoT cloud, to offer its customers connected, cross-

domain solutions from a single source. The Bosch Group’s strategic objective is to deliver 

innovations for a connected life. Bosch improves quality of life worldwide with products and 

services that are innovative and spark enthusiasm. In short, Bosch creates technology that is 

“Invented for life.” The Bosch Group comprises Robert Bosch GmbH and its roughly 440 

subsidiary and regional companies in 60 countries. Including sales and service partners, 

Bosch’s global manufacturing, engineering, and sales network covers nearly every country in 

the world. The basis for the company’s future growth is its innovative strength. At 125 locations 

across the globe, Bosch employs some 64,500 associates in research and development. 

 

 

To learn more, please visit www.bosch.com, iot.bosch.com, www.bosch-presse.de, 

twitter.com/BoschPresse. 

 

https://www.bosch.com/de/
https://www.bosch.com/de/explore-and-experience/connected-world/
http://www.bosch-presse.de/
http://twitter.com/BoschPresse

